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The below is attributable to Spokesperson Heather Nauert:

Deputy Secretary of State John J. Sullivan met on September 27 with Foreign
Ministers and other senior representatives from the ten member countries of
the Association of South East Asian Nations (ASEAN) on the margins of the UN
General Assembly in New York. The Deputy Secretary co-chaired the meeting
with Foreign Minister Saleumxay Kommasith of Laos, the ASEAN country
coordinator for the United States.

The United States and ASEAN reaffirmed their strategic partnership and
discussed the U.S. commitment to a free and open Indo-Pacific region, in
which independent nations with diverse cultures and aspirations can prosper
side-by-side in freedom and peace. The Deputy Secretary also underscored the
U.S. commitment to ASEAN centrality and to upholding international law,
including the freedom of navigation, in the South China Sea and commended
ASEAN’s efforts to implement fully UN Security Council Resolutions on North
Korea.

The Deputy Secretary and ASEAN representatives agreed that the past 41 years
of U.S.-ASEAN partnership have led to numerous successes and committed to
building upon this relationship at the upcoming U.S.-ASEAN and East Asia
Summits from November 14-15 in Singapore.
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MR PALLADINO: Thank you, again – all of you – for coming. Welcome today’s
roundtable discussion. We are privileged to have with us the Deputy Secretary
of State John Sullivan. Deputy Secretary Sullivan will speak about this
morning’s ministerial meeting that he attended on advancing responsible state
behavior in cyberspace. He has a few opening remarks and then he would be
happy to take some questions. We are also joined by Deputy Assistant
Secretary for Cyber and International Communications and Information Policy
Robert Strayer. DAS Strayer will also be available for questions.

Today’s briefing is on the record and off camera and embargoed until its
completion. Thank you all for coming, and Deputy Secretary Sullivan.

DEPUTY SECRETARY SULLIVAN: Thanks, Robert. Hello, everyone. Happy to be here.
This morning I hosted a meeting with like-minded countries on advancing
responsible state behavior in cyberspace. Our goal is to deter malicious
activity in cyberspace. The U.S.-led international effort seeks to promote
and maintain an open, interoperable, reliable, and secure cyberspace.

During the meeting this morning we discussed strategies to confront cyber
threats while maintaining the many benefits that free people and free nations
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have come to enjoy from the internet. The U.S.-promoted framework launched by
President Trump last week for international cyber stability has three
components. First, responsible states must comply with their obligations
under international law. Second, nonbinding norms of responsible behavior
during peacetime provides important guidance to states, and we’re looking to
develop those. And third, implementation of political confidence-building
measures can help bring stability to cyberspace.

Having said that, there must be consequences for states that act contrary to
this framework. Today I called on like-minded partners to join the United
States to work together to hold states accountable for their malicious cyber
activity.

So with that short summary, I’m happy to turn it over to you and to take your
questions. I don’t know, Rob, if you have anything further you want to add.

MR STRAYER: Nothing more to add.

DEPUTY SECRETARY SULLIVAN: Great.

MR PALLADINO: Let’s just start with Nirmal, please, from The Straits Times.

QUESTION: Yeah, Straits Times, yeah. Just – can I just ask your opinion on
states that intervene actively in issues of cyber security and cyberspace,
internet, internet social media platforms like Facebook, WhatsApp, et cetera
– go in and actively regulate and intervene, which in some quarters is seen
as contrary to the openness of those platforms on the internet? So what would
– quite the opposite of the U.S. What would be your thoughts on that?

DEPUTY SECRETARY SULLIVAN: Well, the internet is – the cyber domain is an
open system. The United States Government participates, the Department of
State participates on Twitter, Instagram, Facebook, you name it. What we’re
talking about is action by nation-states that are contrary to the norms that
have developed over time on appropriate use of cyberspace, which we saw in
interference in the U.S. election in 2016, in cyber attacks that have been
attributed over the last year and a half or so – WannaCry and Petya.

One of the things we talked about today at the ministerial was the work we
need to define those – further define those norms and define those boundaries
that states can’t cross, and if they do cross, that there would be
consequences and costly consequences for crossing those boundaries.

QUESTION: When you talk about consequences of those states that don’t comply,
could you talk about what kind of consequences? And in this case, since you
mentioned it, what kind of consequences is Russia facing for meddling with
the 2016 —

DEPUTY SECRETARY SULLIVAN: Well, we’ve already seen, both by statute and
regulation, consequences that have been imposed on state actors that have
engaged in inappropriate cyber activity. We announced recently our national
cyber strategy, but while that strategy was being developed, it didn’t mean
that we were not actively protecting our cyber domain and imposing costs and
consequences that – on those who have violated cyber norms. So we’ve



attributed cyber attacks, we’ve imposed penalties on those responsible for
those cyber attacks.

Our national cyber strategy, which we have adopted – it’s the first one in 15
years that the United States has adopted. It really needed a – we really did
need to update and embed our cyber strategy into our larger national security
strategy. So it’s an ongoing effort by the United States along with its
allies and partners and like-minded countries to develop norms of behavior
for states and others to use the cyber domain, and for those who breach those
norms to have consequences imposed for that breach.

MR PALLADINO: Question.

DEPUTY SECRETARY SULLIVAN: Yes, sir.

QUESTION: Yeah. Did you discuss at all – there’s – a lot of cyber attack is
kind of like a grey zone attack, so did you discuss at all any kind of
threshold of what would be considered, like, act of war through cyber?

DEPUTY SECRETARY SULLIVAN: Well, there – there’s – what we spent – what we
focused on today was, for the most part, cyber activities short of what we
would characterize as a use of force, as an act of war. There are potential
cyber activities that would be catastrophic and cause enormous loss of life
and property damage, which would be the equivalent of an – be the – an act of
war.

We’re focused – we have means to respond to that, the President has, the
United States has. What we focused most of our discussion on today was malign
cyber activity that’s short of a use of force, that’s short of what everyone
would consider an act of war. And that’s where we’re focused on defining
norms of behavior, and through the UN with the GGE, the Group of Government
Experts, which we hope to reconvene, to define norms of behavior that states
will abide by and, if they don’t, to impose consequences.

MR PALLADINO: Let’s go to Bloomberg and Reuters.

QUESTION: Mr. Deputy Secretary, Nick Wadhams from Bloomberg. Just two
questions. One is: Have you noticed any attacks or phishing attempts, or
whatever it may be, ahead of the midterm elections? Is that – whether it’s
Russia or other adversaries, have you seen a spike in attacks or any concerns
related to the midterms?

And just following on the President’s comments on China, there was some
confusion about whether he was just referring to these inserts in newspapers
in Iowa when he was referring to Chinese meddling. Is there any evidence of
Chinese cyber meddling ahead of the elections?

DEPUTY SECRETARY SULLIVAN: Well, I guess a couple of thoughts. First, I would
say that we’ve been directed by the President, the entire Executive Branch,
the U.S. Government, to be vigilant to protect our – both our election
infrastructure and more generally our cyber domain not only for purposes of
defending ourselves in anticipation of the midterm elections but in general
protecting our cyber domain. We are – the United States is constantly, daily,



almost minute by minute subject to attacks not necessarily by state actors,
but non-state actors as well. So we are vigilant. I can’t comment now on any
particular intelligence-related observations concerning attacks that would be
directed at our midterm elections, but what I can say is that we have been
directed by the President and everyone in the Executive Branch, and the U.S.
Government is leaning far forward to protect the United States, to protect
our election infrastructure, our cyber domain against all attacks, and in
particular those that would be focused on the midterm elections.

QUESTION: But just to be clear, you can’t say whether you have evidence of
cyber attacks —

DEPUTY SECRETARY SULLIVAN: I would not discuss that in this context.

QUESTION: Okay.

MR PALLADINO: Lesley?

QUESTION: But in terms of the – sorry to interrupt – the second question, was
Mr. Trump referring specifically to those newspaper inserts in Iowa?

DEPUTY SECRETARY SULLIVAN: You’d have to ask the White House for a
clarification of the President’s —

MR PALLADINO: The President at his press conference just two nights ago did
say that more information would be coming out, so okay. Lesley?

QUESTION: Yes, Lesley Wroughton from Reuters. During this meeting, I mean,
are you also going to be – are you – did you – was there any specific mention
of very specific countries or actors that were part of this malign behavior?

DEPUTY SECRETARY SULLIVAN: Well, this meeting was focused on developing
norms, systems, working through the UN and multilaterally on cyber
infrastructure and protecting cyber infrastructure, making it resilient,
imposing consequences for those who violate the norms that likeminded
countries have adopted. This wasn’t a discussion of particular cyber
incidents or mal actors in the cyber domain. That wouldn’t be something that
would be discussed in this type of forum. It —

QUESTION: Okay. And what about actions against such players? Are you – is
there agreement on what one does?

DEPUTY SECRETARY SULLIVAN: So we discussed today the concept of deterrence,
which is embedded in our National Security Strategy and in particular our
National Cyber Strategy, to impose costs and consequences on those state
actors and non-state actors who seek to attack the United States, our allies
and partners, our cyber infrastructure.

QUESTION: Now would that be sanctions?

DEPUTY SECRETARY SULLIVAN: It could be any number of tools that are available
to the President, whether it’s sanctions, diplomatic activity, offensive
cyber activities by the United States. There’s no – there’s really a wide



variety of tools that the President could employ depending on the nature of
the attack that was made on the United States.

MR PALLADINO: Nikkei, Ken.

QUESTION: Yes, Ken Moriyasu from Nikkei. China has always been known for
stealing corporate secrets through cyber hacks. Has the U.S. Government
detected China’s activity spreading into new areas, not necessarily
elections, but do you feel that China’s cyber activity is expanding? And is
that the reason why the U.S. is looking for common norms, because it’s not
just Russia but all state players expanding?

DEPUTY SECRETARY SULLIVAN: Yeah, it’s not just Russia, it’s not just China;
it’s other countries as well, North Korea, Iran. We – it wasn’t the focus of
our discussion today, but it’s certainly mentioned in our National Security
Strategy and National Cyber Strategy that there are state actors that have
targeted the United States. And that’s been – that’s discussed in the
strategy documents, and we are – we’re working hard to make our cyber domain
more secure, more resilient, but also to deter that type of behavior by the
range of responses that I mentioned, which would also include offensive cyber
operations by the United States.

MR PALLADINO: Last one. We’ll go back to you.

QUESTION: I work with W Radio Colombia, and Colombia was part of this
meeting. Did you ask something of these allies more than just getting
together to form some norms? Is there a back-and-forth, so you ask something
of them and they ask something of you?

DEPUTY SECRETARY SULLIVAN: Well, there was an ask, and that is – and it’s a
substantial ask, that we work cooperatively with them in developing these
norms. It’s not – the United States is not declaring norms. We have our own
ideas. We want to persuade others to see the – to value the internet that we
do, the open, resilient internet that we’re all hoping for, and we want to
work with others multilaterally to develop those norms so that there is
agreement across that wide range of countries from around the world that was
in the meeting today about the importance of an open and resilient internet
that is protected against state actors that don’t necessarily share our
values or our understanding of appropriate norms for cyber activity.

QUESTION: Can I just ask quickly where you’re at with that?

MR PALLADINO: Last one.

QUESTION: I mean, where you’re at with this discussion about norms?

DEPUTY SECRETARY SULLIVAN: Sure.

QUESTION: Is it the beginning, the middle, the end?

DEPUTY SECRETARY SULLIVAN: It’s the middle, I would say. We have – we have
had discussions with these – with many of the countries that were present in
the meeting today. Those discussions continued with this meeting today and



will continue going forward, including with the UN, who was represented at –
the under secretary-general was there, and the UN has a role to play.

MR PALLADINO: Great. Deputy Secretary Sullivan, Deputy Assistant Secretary
Strayer, thank you both so much for participating today. Thank you, all.

DEPUTY SECRETARY SULLIVAN: Thank you.
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On September 28, 2018, Deputy Secretary of State John J. Sullivan hosted a
ministerial meeting on advancing responsible state behavior and deterring
malicious activity in cyberspace. The Deputy Secretary led a discussion with
over 20 countries on ways to confront cyber threats while maintaining the
many benefits that free people and free nations have come to enjoy from the
Internet. He also raised re-starting expert-led international talks on
responsible state behavior at the United Nations.

The Deputy Secretary emphasized that responsible state behavior in cyberspace
should be guided by international law, adherence during peacetime to non-
binding norms of state behavior, and implementation of practical confidence
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building measures. At the same time, the Deputy Secretary said that there
must be consequences for states that act contrary to this framework. He
called upon participants—and all nations—to work together to hold states
accountable for their malicious cyber activity.

The meeting reflected the United States’ ongoing efforts to build
international cooperation in order to promote and maintain an open,
interoperable, reliable, and secure cyberspace.
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The President and I have no more important priority than the safety and
security of American citizens, including our diplomatic, military and other
officials serving abroad.

Threats to our personnel and facilities in Iraq from the Government of Iran,
the Islamic Revolutionary Guard Corps Quds Force, and from militias
facilitated by and under the control and direction of the Quds Force leader
Qasem Soleimani have increased over the past several weeks. There have been
repeated incidents of indirect fire from elements of those militias directed
at our Consulate General in Basrah and our Embassy in Baghdad, including
within the past twenty-four hours.
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I have advised the Government of Iran that the United States will hold Iran
directly responsible for any harm to Americans or to our diplomatic
facilities in Iraq or elsewhere and whether perpetrated by Iranian forces
directly or by associated proxy militias. I have made clear that Iran should
understand that the United States will respond promptly and appropriately to
any such attacks.

Given the increasing and specific threats and incitement to attack our
personnel and facilities in Iraq, I have directed that an appropriate
temporary relocation of diplomatic personnel in Iraq take place. We are
working closely with our partners in the Government and Security Forces of
Iraq to address these threats. We look to all international parties
interested in peace and stability in Iraq and the region to reinforce our
message to Iran regarding the unacceptability of their behavior.
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The Department of State released today Foreign Relations of the United
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States, 1917–1972, Volume VIII, Public Diplomacy, 1969–1972.

This volume documents the public diplomacy efforts of the Richard M. Nixon
administration during Nixon’s first term in office. A major emphasis of the
volume is the role the United States Information Agency (USIA) played in
presenting U.S. foreign policy objectives to the world during a time of
social change within the United States and how USIA attempted to reach new
audiences, specifically young adults. The volume chronicles the development
of new structures within USIA, including the Young Officers’ Policy Panel. It
also illustrates how USIA and the Department of State pursued public
diplomacy against the backdrop of the Vietnam War, the President’s 1972 trip
to China, and the 1972 Moscow summit meeting. Additional documentation
chronicles the Department of State’s cultural exchange activities, including
the administration of the Art in Embassies program and the Cultural
Presentations program.

This volume was compiled and edited by Kristin L. Ahlberg. The volume and
this press release are available exclusively on the Office of the Historian
website at
https://history.state.gov/historicaldocuments/frus1917-72PubDipv08. For
further information, contact history@state.gov.
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