
Press release: New fines for essential
service operators with poor cyber
security

Fines could be as much as £17 million or 4 per cent of global turnover
NIS Directive will help make UK most secure place to live and do
business online

Organisations who fail to implement effective cyber security measures could
be fined as much as £17 million or 4 per cent of global turnover, as part of
plans to make Britain’s essential networks and infrastructure safe, secure
and resilient against the risk of future cyber attacks.

The plans are being considered as part of a consultation launched today by
the Department for Digital, Culture, Media and Sport to decide how to
implement the Network and Information Systems (NIS) Directive from May 2018.

Fines would be a last resort, and they will not apply to operators that have
assessed the risks adequately, taken appropriate security measures, and
engaged with competent authorities but still suffered an attack.

The NIS Directive relates to loss of service rather than loss of data, which
falls under the General Data Protection Regulations (GDPR).

It will help make sure UK operators in electricity, transport, water, energy,
transport, health and digital infrastructure are prepared to deal with the
increasing numbers of cyber threats. It will also cover other threats
affecting IT such as power failures, hardware failures and environmental
hazards.

Minister for Digital Matt Hancock said:

We want the UK to be the safest place in the world to live and be
online, with our essential services and infrastructure prepared for
the increasing risk of cyber attack and more resilient against
other threats such as power failures and environmental hazards.

The NIS Directive is an important part of this work and I encourage
all public and private organisations in those sectors to take part
in this consultation so together we can achieve this aim.

The NIS Directive, once implemented, will form an important part of the
Government’s five-year £1.9 billion National Cyber Security Strategy. It will
compel essential service operators to make sure they are taking the necessary
action to protect their IT systems.

The Government is proposing a number of security measures in line with
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existing cyber security standards.

Operators will be required to develop a strategy and policies to understand
and manage their risk; to implement security measures to prevent attacks or
system failures, including measures to detect attacks, develop security
monitoring, and to raise staff awareness and training; to report incidents as
soon as they happen; and to have systems in place to ensure that they can
recover quickly after any event, with the capability to respond and restore
systems.

Any operator which takes cyber security seriously should already have such
measures in place.

The Government is fully committed to defending against cyber threats and a
five-year National Cyber Security Strategy (NCSS) was announced in November
2016, supported by £1.9 billion of transformational investment. The strategy
includes opening the National Cyber Security Centre and offering free online
advice as well as training schemes to help businesses protect themselves.

NCSC CEO Ciaran Martin said:

We welcome this consultation and agree that many organisations need
to do more to increase their cyber security.

The NCSC is committed to making the UK the safest place in the
world to live and do business online, but we can’t do this alone.

Everyone has a part to play and that’s why since our launch we have
been offering organisations expert advice on our website and the
Government’s Cyber Essentials Scheme.

The consultation proposes similar penalties for flaws in network and
information systems as those coming for data protection with the General Data
Protection Regulation, due to be in force by May 2018. Failure to implement
effective security could see penalties as large £17 million or 4 per cent of
global turnover.

The Government will shortly hold workshops with operators so they can provide
feedback on the proposals.

Notes to editors

For media enquiries please contact the DCMS News and Communications team on
020 7211 2210 or out of hours on 07699 751153.

The consultation documents are available online.

The Government has committed to NIS Directive and is consulting on a
number of issues:
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The essential services the directive needs to cover
The penalties
The competent authorities to regulate and audit specific sectors
The security measures we propose to impose
Timelines for incident reporting;

How this affects Digital Service Providers

This initiative is part of the Government’s £1.9 billion investment to
significantly transform the UK’s cyber security. The 2016-2021 National
Cyber Security Strategy sets out how the UK Government will deliver a UK
that is secure and resilient to cyber threats; prosperous and confident
in the digital world. The National Cyber Security Programme managed by
the Cabinet Office coordinates the work undertaken to implement the UK’s
National Cyber Security Strategy.

Speech: For a new future

Welcome to the Residence. Congratulations to all of you on your graduation.
Your hard work, and your training at UCBC will stand you in good stead for
the future. And I wish you all the very best for that future.

A special aspect of UK Chile relations in the last year was the visit of His
Royal Highness, Prince Edward, The Earl of Wessex last September. This
included visiting UCBC, and I know many of you had the chance to meet him.
During his visit, The Prince also promoted The Duke of Edinburgh’s
International Award Foundation. As you may have seen in the press, yesterday,
HRH The Duke of Edinburgh completed his last engagement of his public
programme, although His Royal Highness may still attend events alongside Her
Majesty, The Queen, from time to time. He is retiring, at the age of 96,
after 70 years of public service. An inspiration to us all.

The Duke of Edinburgh’s International Award is the world’s leading youth
achievement award. I have just received a copy of a book, published in aid of
the Foundation. This is ‘Advice for School Leavers’, compiled by Will Jones,
and with a foreword by HRH Prince Edward. It seems equally applicable for
those of you leaving UCBC. As Prince Edward says “it includes advice from
people from many walks of life, on choosing the right job, having the right
approach to life in the business environment and getting the most out of
both…It is down to you to make the most of …advice, your experiences …and to
take on the world.”

There are many different perspectives in the book, but I would like to quote
some of the words of John May, Secretary General, of The Duke of Edinburgh’s
International Award. He suggests eight “touchstones” to guide his decisions
and actions.
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“Respect for others …do unto others as you would have them do unto you.
Equity – fairness and honesty in all dealings.
To do my best – if a thing’s worth doing it is worth doing properly.
Integrity – keeping promises.”

I know many of you have been studying Shakespeare and he quotes Polonius’s
exhortation to his son in Hamlet – “This above all: to thine own self be
true.” Something my university tutor instilled in me.

“Carpe diem – or seize the day.
Self confidence – but a self awareness that mitigates against self
importance.
A youthful, playful, joyful, perpetual curiosity.
Balance – trying not to be too intense or too earnest or over-demanding
of others.”

Good principles, which we can all think about, and learn from, including me.

As you go to start your new lives, I hope you will reflect on your time at
UCBC, the inspiration of your teachers and training, and seize the day and
the future ahead of you. And in doing so, that you will draw on your unique
experiences of the links between British and Chilean cultures, and also be
Ambassadors for shared relations between UK and Chile.

Press release: Minister discusses
barriers to voter registration for
people with disabilities in Brighton

Minister for the Constitution, Chris Skidmore today (Monday, 7 August)
visited Brighton Housing Trust, Blind Veterans UK and Brighton & Hove
Speakout to hear firsthand about the experiences members have faced when
voting or registering to vote.

The Minister heard from all 3 charities about how they raised awareness of
participation in the democratic process for the General Election 2017 and
what support they provided to residents and clients.

Brighton Housing Trust advises on issues around housing, homelessness,
substance misuse and mental health. It is a people-led organisation.

Blind Veterans UK provide support to veterans who are adjusting to sight loss
and the charity has been offering physical and emotional support to vision-
impaired veterans since 1915.

Brighton and Hove Speakout supports people with learning disabilities to have
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more control over their lives by giving individual support as well as raising
awareness in services and communities and campaigning for changes in services
and policies.

Chris Skidmore, Minister for the Constitution said:

“Brighton Housing Trust, Blind Veterans UK and Brighton and Hove Speakout are
all fantastic organisations that ensure people experiencing homelessness, or
those with disabilities feel confident, empowered and remain an active part
of their society.

“A big part of this is being able to register to vote and remain a part of
our democracy. Today’s visits have helped me understand how we can support
vulnerable people to ensure that ours is a democracy that everyone can
participate in.

“Nearly three million applications to register to vote were received online
between 18 April and 22 May but there are still under-represented groups we
can improve the processes for. Regardless of who you are, or how you vote,
every voice matters and we encourage you to register to vote.”

Andy Winter, CEO of Brighton Housing Trust said:

“Homeless people, especially those who are street homeless, can be multiply
excluded. To know that their right to vote is being considered at the highest
level in government is a great encouragement.

“Voting changes things, not always in a way politicians want, but it is at
the heart of our democracy. Chris Skidmore showed a deep understanding and
awareness of many of the issues we deal with on a daily basis. He was keen to
learn how voter registration and voting itself can be maximised amongst
people who are often invisible and ignored.”

Lesley Garven, Centre Manager at Blind Veterans UK said:

“Whether it’s at one of our centres or in the community, Blind Veterans UK
provides vision-impaired veterans with the equipment, skills and support they
need to enjoy a full life beyond sight loss.

“Still being able to exercise their democratic rights is a vital part of
this, and our veterans and staff enjoyed taking part in the discussion on
accessible voting with the Minister for the Constitution, Chris Skidmore.”

Sarah Pickard, Director of Brighton and Hove Speakout said:

“As a learning disabled people’s organisation we know that learning disabled
people want to have their say and have their voices heard. We firmly believe
that given the right support, access to information and opportunity to build
confidence and make their contributions, learning disabled people can
participate in all aspects of participative democracy.”

The Minister is visiting Brighton as part of his Every Voice Matters Tour.
The tour has taken him to every part of the country to understand how to



tackle barriers to voter registration.

Press release: Fines issued after
waste illegally used for flood defence

A waste company, 1 of its directors and a tenant farmer involved in the
illegal deposit of waste on protected land in an Essex village have been
ordered to pay a total of £19,430.

Chelmsford Magistrates’ Court heard that 3,920 tonnes of inert waste was
deposited on land at Little Hayes Farm, Stow Maries, breaching a waste
exemption. The work was also carried out without a flood defence consent or
permission from Natural England. The area is within an environmentally
sensitive area which benefits from protection as a Site of Special Scientific
Interest (SSSI), a Special Protection Area, a Special Area of Conservation
and RAMSAR site.

Chelmsford Magistrates’ Court heard that the site did not comply with the U1
exemption which only allows 1,000 tonnes of soil and stones to be used for
construction purposes. Almost 4 times this amount was deposited onto the land
between 15 April and 8 May 2015, before the activity was stopped by Natural
England and the Environment Agency.

On Thursday 3 August, 2017 Simon Hollington pleaded guilty to knowingly
causing the illegal deposit. T J Cottis Transport Limited and Jedd Cottis (a
director of the company) both pleaded guilty to depositing the waste without
an environmental permit and failing to comply with duty of care requirements.

Mrs Miriam Tordoff, prosecuting for the Environment Agency, told the court
the waste was deposited there in an attempt to strengthen the existing flood
defence at this location. The material used was construction and demolition
waste from development sites and T J Cottis Transport Ltd.’s own permitted
waste treatment facility. The waste consisted of mainly soil and stones but
also included concrete, brick, plastic, glass, wood and plasterboard. It was
not suitable for the construction of flood defences.

Mr Hollington employed T J Cottis to deliver waste to land at Little Hayes
Farm, Stow Maries. The company paid Mr Hollington £4,800 to deposit the
waste. The company accepted that they saved £24,000 in landfill charges by
depositing the waste on Mr Hollington’s land.

Mrs Tordoff explained that following the Environment Agency’s request to
remove the waste Mr Hollington had now applied for an environmental permit to
do this. The waste is expected to be removed later this year.

After the hearing Environment Agency enforcement team leader Lesley Robertson
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said:

This case highlights to landowners that risk taking is not
acceptable, whether it is a risk that concerns human health or the
environment. Owning a piece of land means accepting a
responsibility to the surrounding area and all that resides there,
be it business, homes or wildlife.

If you want to operate under a waste exemption you must register
that exemption with the Environment Agency. Each registration lasts
3 years and will then expire unless you re-register. Each exemption
has specific limits and conditions you need to operate within. If
you don’t, you will not be exempt from needing a permit and may
face enforcement action.

Registering an exemption does not remove the need to apply for
other permits or permissions. For example, you may need planning
permission for your waste operation. You can find out more on the
GOV.UK website at environmental permits.

This prosecution follows extensive work with Natural England.

News story: Current global shortage of
hepatitis B vaccine

Public Health England, working with NHS England, the Department of Health and
the manufacturers, have put in place a series of measures so that the NHS and
other providers can use the available vaccine for those at highest immediate
risk. Measures are expected to continue until the beginning of 2018 and will
be kept under review.

The risk of catching hepatitis B infection in the UK is very low.

In the UK, vaccination is usually offered to individuals who are at specific
risk of being exposed to blood from an infected person. This includes babies
born to mothers who are infected with hepatitis B, the sexual partners of
infected individuals and a range of other groups such as men who have sex
with men, healthcare workers, and people who inject drugs. Vaccination is
also recommended for people who will be undertaking certain activities
overseas.

A course of hepatitis B vaccine usually involves 3 doses of vaccine,
completed over a few months. While supplies are limited, vaccine will be
prioritised for those at highest immediate risk based on their doctor’s
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assessment. For other people, a doctor may advise that hepatitis B vaccine
can be deferred until later.

Hepatitis B virus is found in the blood and bodily fluids, such as semen and
vaginal fluids, of an infected person. It cannot be spread by kissing,
holding hands, hugging, coughing, sneezing, or sharing crockery and utensils.

Individuals can reduce their risk of contracting hepatitis B by taking care
to:

avoid having unprotected sex
not inject drugs, or by not sharing needles when injecting
avoid having tattoos, piercing or acupuncture when overseas
avoid accessing medical or dental care in high prevalence countries

Vaccination will still be available, as now, for those who have already been
exposed to hepatitis B. Such people should seek urgent medical attention as
the infection can still be prevented if treated promptly after the incident.

The recently announced addition of hepatitis B protection to the routine
childhood immunisation programme at 2, 3 and 4 months will go ahead. The
combined vaccine, which protects against hepatitis B and 5 other diseases, is
not affected by this shortage.

Long term hepatitis B infection can be symptomless and people who think they
may have acquired the infection in the past should seek a test from their
healthcare professional.

Further information on hepatitis B is available at
www.nhs.uk/conditions/Hepatitis-B/Pages/Introduction.

Further information on how to reduce your risk of catching hepatitis B is
available at
www.gov.uk/government/publications/hepatitis-b-vaccine-recommendations-during
-supply-constraints.

Further advice to travellers is available at
travelhealthpro.org.uk/factsheet/50/hepatitis-b.
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