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     Following is the speech by the Secretary for Financial Services and the
Treasury, Mr James Lau, at 2018 Annual Conference of In-House Lawyers hosted
by Law Society of Hong Kong today (June 6):
 
Thomas (President of Law Society of Hong Kong, Mr Thomas So), Maggie
(Chairlady of In-House Lawyers Committee, Ms Maggie Tsui), distinguished
guests, ladies and gentlemen,
 
     Good morning. I am very excited to join you all at today's conference.
Technology is very close to my heart as I studied computer science at the
University of Waterloo many years ago. With the revolutionary advances in
technology especially in the last few years, we have seen Industrial
Revolution 4.0 and your conference theme of Technology and Law is a very apt
choice.
 
     The world is in the midst of an unstoppable wave of innovation and
technology that has unprecedented reach on a global scale, causing disruption
and disintermediation. For the legal field, there are many new opportunities
and challenges and such discoveries require the legal professionals to keep
pace with the latest technological developments.
 
     Let me illustrate briefly with two aspects of the new technology, i.e.
Artificial Intelligence (AI) and Blockchain or Distributed Ledger Technology.
 
     First, on AI. While there are those who worry that advances in AI may
diminish the role of lawyers or even replace them altogether, others see AI
as a tool that allows lawyers to focus on higher value work that is more
complex and more intellectually stimulating. Indeed, while McKinsey estimates
that 22 per cent of a lawyer's job and 35 per cent of a law clerk's job can
be automated, the picture is not all that bleak for those who can adapt and
use AI as a helpful tool. To my mind, in future there might well be more
cross-over between law nerds and tech geeks.
 
     In litigation, for now, it would be difficult to imagine a robot lawyer
replacing a barrister at court. But who knows maybe in future the junior
counsel seated next to a barrister at courts could be a robot that did all
the basic research and can do speedy retrieval of information, analysis and
argumentation as and when required. Actually, AI can be a truly helpful tool
that would help barristers or trial lawyers prepare for cases. From now on, I
am going to cite some examples of how AI has been applied in your field. I
would however refrain from citing the names of firms or products in order to
maintain neutrality here. In fact, some these firms are seated among the
audience and speakers too.
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     So, my first example is about a startup that has designed a software
riding on AI to apply natural language processing to millions of court
decisions to find trends that would be helpful for the trial case in
question. For instance, the software can determine which judges tend to
favour plaintiffs, summarise the legal strategies of opposing lawyers, and
determine the arguments most likely to convince specific judges.
 
     Some of you might have seen a recent TV series from the United States,
currently showing in Hong Kong. It is about a legal consultant using de facto
AI in choosing jurors, forming a panel of shadow jurors, and choosing
witnesses that would help turn the stance of the jurors in the court by
checking the reaction of the shadow jurors. You might well think that this TV
series is really over-dramatising things. Actually, I agree with you on that
one but who knows what future might hold? My guess is that in future the
legal consultant does not need to take pains to find shadow jurors that
resemble the real jurors in terms of education and professional background,
political or moral inclination, like or dislike etc. This is because AI can
rely on big data to find all one can possibly find about the nature or habits
of the real jurors, and AI can simulate a panel of jurors to predict their
inclination and reaction in the course of trial.
 
     And AI is also assisting judges, and not just lawyers, in certain court
systems. In the United States, there are instances of AI assisting judges in
deciding whether to detain or release a defendant before trial. A company has
developed three different risk assessment algorithms to assess the risks that
a released defendant will fail to appear for trial, commit a crime while on
release, or commit a violent crime while on release. This methodology is
currently in use in about 40 cities, counties and states across the United
States.
 
     In April this year, the designer of these algorithms announced that it
would seek to develop a deeper understanding of the effectiveness and impact
of risk assessment. Over the next five years, a group of national pretrial
researchers will work with 10 selected, diverse jurisdictions to understand
the impact on a jurisdiction after it is fully implemented. They will also
broaden the study of the accuracy of the prediction, develop and test new
potential algorithms, establish offence-specific risk assessment models,
particularly for drunk driving, domestic violence and sex crimes, and deepen
the field's understanding about the impact pretrial detention has on
defendants' lives. This would appear to be a step forward in improving the
process of utilising AI in the court system.
 
     In corporate law, a number of successful applications in AI suggest that
technology can relieve transaction lawyers of hours and hours of data
intensive, time consuming and repetitive work.
 
     One example is an AI tool developed by a law firm. This solution was
developed in response to the need to classify different entities into ones
that fall within the definition of a "financial institution" under the new
bank ringfencing reforms, and ones that fall outside the definitions of the



relevant legislation. The tool can sift through 14 UK and European regulatory
registers to determine whether client names fall under the definition of a
"financial institution", quickly processing thousands of names in a fraction
of the time a junior lawyer would need to spend on the same task.
 
     Another leading law firm has partnered with a Big Four accounting firm
to create a tool that codifies the law in various jurisdictions and automates
drafting of certain documents to help banks cope with post financial crisis
regulations for the over-the-counter (OTC) derivatives market. With uncleared
OTC derivatives being subject to margin rules under the European Market
Infrastructure Regulation (EMIR), all counterparties to derivatives contracts
which are not cleared through an authorised clearing system will have to
provide additional margin for their net exposures. This tool handles the
drafting of tailored documents based on an automated legal analysis, reducing
the time for each document from three hours to just three minutes.
 
     Yet another international law firm developed its own AI platform to read
and analyse clauses in loan agreements. The system emulates the decision-
making process of a human being, extracting, reviewing and analysing key
contract risks, and connecting lawyers to relevant templates, documents and
precedents at the right moment.
 
     In addition to law firms, a large tech company has also moved into
Lawtech by developing a robot lawyer that performs legal research. The
application allows one to ask questions in plain English, as one would to a
colleague. The robot then reads through the entire body of law and provides
specific, analytical answers that include topical readings from legislation,
case law and secondary sources. All of the above examples reflect the
potential of AI to be a helpful tool for corporate lawyers.
 
     In fact, some have predicted that robots and algorithms could help make
legal aid more accessible and widespread, especially to the less privileged.
Some proponents argue that cases can get navigated through an AI computer
system first, and legal aid lawyers would only get involved at the very late
stage when it was really necessary.
 
     So it seems that AI applications can generally help to process and
analyse data, structured or unstructured, in a much faster and efficient
manner, and probably be more accurate and comprehensive than an average human
being. Let me now cite some examples how AI can help end consumers understand
legal issues and defend themselves. There is a system that was originally
designed to contest parking fines in London and New York. It has a chat-like
interface to guide users through a series of simple automated questions to
gauge whether a parking appeal is possible.
 
     After asking questions such as "Were the signs clearly marked?" and
"Were you parked illegally because of a medical emergency?", the system
generates a letter that can be filed with the appropriate agency. The system
also helps people demand compensation from airlines for delayed flights and
file paperwork for government housing assistance. All these sound very normal
and probably familiar in a litigious society.



 
     Another potential area for Lawtech applications that target the end
consumer is the provision of legal advice on divorce. Divorce disputes
typically require navigating lengthy and confusing cases that have been
interpreted in thousands of previous decisions. Some believe that robot
lawyers could analyse possible exceptions, loopholes and historical cases to
determine the best path forward. Already, a website is providing such
services. After getting clients to fill in a form and provide information, it
uses algorithms to try to predict how the divorce will progress and provides
services to their clients based on that prediction.
 
     So far, it sounds like AI is really a fantastic, impartial tool that can
cut down the mundane work and improve the quality of life for lawyers and
barristers. But there are problems with AI applications too. One concern is
that the use of robots and algorithms may result in discrimination and bias.
Each predictive algorithm is inevitably based on a series of subjective
decisions on the part of system designer on what data to use, include or
exclude, and how to apply weighting to the data on the degree of their
importance. In addition, a programmer's personal history, incentives and
motivations would potentially affect the design of the algorithm. The
transparency of the process of algorithmic design and assessment of its
effectiveness after its implementation is thus crucial. This is particularly
true for the cases like the one I mentioned earlier, where AI assists judges
in deciding whether to detain or release a defendant before trial.
 
     In other words, at least for the present there is apparently a challenge
to come up with a truly bias absent or neutral AI technology solution.
Incidentally, globally there is now a movement toward exploring the role of
ethics in AI. The European Group on Ethics in Science and New Technologies,
an advisory group to the President of the European Commision, released a
statement on AI, Robotics and Autonomous Systems in March this year,
highlighting the need for a collective, wide-ranging and inclusive process of
reflection and dialogue on the role of technology in human values. So the
ethical development of AI is a huge subject that requires the debate and
participation of professionals from all industries and all walks of life,
including those in the legal field.
 
     Let me now turn to my second topic on blockchain, a type of distributed
ledger technology. Blockchain is a digital ledger of transactions, contracts
and agreements that is distributed across hundreds or even thousands of
computers around the world. The benefits of blockchain technology include
mainly security and transparency. Some say speed is also a blockchain
advantage but that really depends on the design of the blockchain. In many
public chain applications, where a large number of participating nodes need
to validate a transaction entry before it can be added to the blockchain,
processing speed can hardly be claimed to be an advantage as it could take
several minutes to validate the transaction in question.
 
     Security is generally accepted as an advantage because the information
contained within the distributed ledger is tamper proof. If the ledger is
shared across 1 000 nodes and a hacker wanted to change information in one of



the blocks, the hacker would have to hack all 1 000 nodes simultaneously. And
transparency because all nodes in the chain can see changes to a block, and
decide whether it is an authorised change. But this authentication takes time
to process and this is often cited as the scalability or speed problem
associated with public chains like that for Bitcoin which I am sure you have
heard of.
 
     There are a number of potential applications of blockchain technology in
law. One area is land registration, where blockchain promises to be an
effective and secure method to store the data essential for property rights,
such as land ownership and the details of when it changed hands. Indeed,
there is potential for a distributed ledger to replace a paper-based land
registration system.
 
     A number of jurisdictions around the world are already exploring the use
of blockchain technology to modernise, add security to and speed up the land
registration process. In the United Kingdom, their Land Registry recently
announced its intention to embrace new technology, including blockchain
technology, in what could be the most "far reaching transformation in their
150 year history."
 
     In Sweden, the land registry authority has been testing a way to
eliminate paperwork, reduce fraud and speed up transactions through recording
property transactions on a blockchain. It is estimated that this could
potentially save Swedish taxpayers more than €100m a year.
 
     In the Middle East, Dubai is developing a system that would record all
local real estate contracts on a blockchain as part of an overall plan to
secure all government documents on a blockchain by 2020. And in India, legal
experts have also spoken about the potential benefits of a public distributed
ledger to digitise land records and set the precedent for future
transactions, ensuring a legitimate, government-approved record of
transactions.
 
     Apart from land registration, another potential application of
blockchain in the legal field is in alternative dispute resolution, including
arbitration. While arbitration is often used for resolving disputes in
international business, the process is lengthy and costly. A blockchain
platform could provide a secure and transparent platform for capturing
negotiations, agreements, and the terms of a resolution, where every fact and
detail would be available and traceable to relevant parties.
 
     In March this year, a US legal technology startup unveiled a blockchain
application specifically for the international dispute resolution community.
The application intends to utilise blockchain technology to eliminate the
need for couriers, hard copies and mailing in the arbitration process. This
blockchain portal is held by an arbitral institution and claimants can file
requests for arbitration through the portal. Documents can be drafted,
finalised and submitted directly, and all of the involved parties will be
able to access the data associated with the proceedings. Claimants will also
be able to view their final award on the portal.



 
     Yet another way blockchain technology could potentially transform legal
processes is in relation to notaries public. Currently, notaries public
confirm and verify signatures on legal documents, such as deeds and
contracts. This is an important process in the court system. For example, in
the United States, courts require a specific set of rules to be followed when
submitting and verifying evidence such as emails, documents and records in
legal proceedings.
 
     This is where blockchain comes in, since the technology can record and
authenticate evidence securely by preserving them as part of a digital
ledger. In the United States, Vermont is the first state to legislate the use
of blockchain technology to verify records and information. Already, a
company has developed several products that apply blockchain technology to
legal documents, thereby eliminating the need for the rubber stamp of a
notary public.
 
     While blockchain technology is promising, it is not without its perils.
One general concern is the lack of identity verification through "Know Your
Client" or KYC processes. In conventional transactions, intermediaries such
as banks conduct identity verification and are responsible for building trust
between two parties. Some blockchain applications skip this process
altogether through anonymous transactions, although some applications do
claim that they enforce rigorous KYC, as I had heard from some cryptocurrency
exchange operators.
 
     Another challenge is the cross jurisdictional nature of blockchain
because the nodes on a blockchain can be located anywhere in the world. In a
conventional banking transaction, if the bank is at fault for a transaction,
the bank can be sued and the applicable jurisdiction will most likely be
contractually governed. However, in a decentralised environment, it may be
difficult to identify the appropriate set of applicable governing rules and
laws.
 
     Yet another challenge is the legal status of Decentralised Autonomous
Organisations (DAO), which are essentially digital entities that record
activity on the blockchain and require minimal to zero human input into their
operations. Questions would naturally arise on the legal power of such
organisations. For example, would they be regarded as a corporation or a
legal entity? Should they have the power to enter into legal contracts, to
sue and to be sued? And who would be responsible if laws are broken? And the
triggering of smart contracts in the blocks of Ethereum also raises the
question of responsibility for the actions by such smart contracts and who
should be responsible for picking up the pieces in such a distributed
environment when a smart contract malfunctions or the block is hacked. The
above are examples of concerns that need to be addressed by governments and
regulators in consultation with industry players and the public at large. For
those of you familiar with the cryptocurrency Ether that is associated with
the Ethereum platform, Ethereum is based on this DAO construct. So DAO
problems as mentioned above are real issues to be addressed, when there are
more and more of users of Ethereum or similar platforms.



 
     Ladies and gentlemen, in conclusion, the intersection of technology and
law is a fascinating topic that has economic, social, legal as well as
ethical implications. I hope I have illustrated well for you how AI and
blockchain present a maze of opportunities as well as challenges for the
legal field.
 
     One challenge I should mention is cyber security, which is going to gain
headline attention and probably provides fertile ground for court cases
involving such perpetration of cybercrime. Another challenge is data privacy,
which is of course not a new subject but it is going to gain more prominence
in the new tech world, especially when so many social media platforms and
apps of all sorts collect so much personal data, with or without the data
subjects realising it. And some news reports in the last few days mentioned
that some data sharing had been done deliberately, even though the data
subjects had already opted to refuse third-party sharing of data. Data would
be a central element of the new economy and the profit driver of many new
business models. And I would suggest that data could well be the source of
many legal disputes in future.
 
     Well, I hope the above would help to whet your appetite to dig deeper
into this subject of technology and law. Your conference has a rich agenda to
be covered by many eminent practitioners in the field. And I encourage you
all, as lawyers, to embrace technology. This is not to avoid losing your
practice to AI, robotics or other areas of new technology but to take on the
challenges posed and assist the legal community to find possibly new or
refined legal frameworks to tackle such new legal issues and problems. And
perhaps some of you might become so interested that you wish to cross over to
the tech field and become truly tech savvy legal professionals too. Let me
wish you all a fruitful conference. Thank you.


