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RAMALLAH: Dozens of Palestinians performed Friday prayers in the Sheikh
Jarrah neighborhood in East Jerusalem in a display of solidarity with
families facing eviction by Israeli authorities in the area. 

The groups were provoked by opposition protests, who raised Israeli flags and
insulted them.

The calls for evictions have been led by the extremist member of the Knesset,
Itamar Ben Gvir, the leader of the far-right Otzma Yehudit party who moved
his office to the neighborhood six days ago. 

Ekrima Said Sabri, head of the Supreme Islamic Council, said in the Friday
sermon: “The steadfastness of the people of the Sheikh Jarrah neighborhood is
a protection for the blessed Al-Aqsa Mosque.”

Denouncing the attempts to expel the residents from their homes, he added
that the Jerusalemites are facing injustice and racial discrimination.

Israeli police officers were deployed to the streets of the sensitive
neighborhood, cordoning entrances and the prayer area. 

Police checkpoints were established throughout the neighborhood, while the
Israeli Defense Force has reinforced its deployed forces across the West Bank
in preparation for a Friday of anger called for by the Palestinians.

Palestinian citizens traveled from within the Green Line, Jerusalem and the
West Bank to support the Sheikh Jarrah neighborhood in response to calls by
activists and religious and national bodies.

Sareen Jabarin, a political activist from Umm Al-Fahm, who was on a bus with
a group of fellow activists, told Arab News: “We are going to support our
people in Sheikh Jarrah neighborhood and what they are subjected to — ethnic
cleansing and eviction of their homes — because of the apartheid policy
pursued by the Israeli government.”

Jabarin, who participated in similar demonstrations last year, added that she
would continue to protest against attempts to displace Palestinian families
in Sheikh Jarrah.

Tensions are increasing ahead of the approaching implementation date of the
order to evict the Palestinian families from their residences in the
neighborhood and replace them with Jewish settlers. The violent action is
expected in March.
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The move has raised anger and concern not only among Palestinian groups but
also among Arab and Islamic countries, international organizations and the
EU.

In a tweet on Feb. 18, an EU delegation expressed its concern over ongoing
developments in Sheikh Jarrah. It said that “incidents of settler violence,
irresponsible provocations” and other acts in the neighborhood “only fuel
“further tensions and must cease.”

The issue has united Jerusalemites of different religious and political
affiliations to defend those threatened with eviction.

Palestinian activists from the neighborhood told Arab News that some social
media platforms such as Instagram and Facebook had blocked their accounts for
highlight the controversial events that are taking place.

Fatah leader in East Jerusalem, Hatem Abdel Qader, said the people’s
“presence today is to respond to the provocation from Knesset member Ben Gvir
and the Israeli police that are trying to provoke Jerusalemites and are
trying to create an environment that expels Jerusalemites from their homes.”

Meanwhile, a UN statement said: “The announcement of the scheduled eviction
has recently raised tension in the Jerusalem neighborhood, with clashes
involving Palestinian residents, Israeli settlers, and Israeli security
forces resulting in property damage, multiple injuries and arrests, including
the arrest of eight children since Feb. 11.”

Families have been subjected to attacks with pepper spray and stones
resulting in injury and property damage, the UN added.

There are 218 Palestinian families, comprising 970 individuals, including 424
children, living in East Jerusalem, mainly in the neighborhoods of Sheikh
Jarrah and Silwan, that are currently facing the threat of forced eviction by
the Israeli authorities.

“The United Nations has repeatedly called for a halt to forced evictions and
demolitions in the occupied West Bank, including East Jerusalem: Under
international humanitarian law, forcible transfers of protected persons by
the occupying power are forbidden regardless of their motive,” the statement
said.

“Active steps must be taken to de-escalate the situation before another
crisis erupts; we urge all political and community leaders to refrain from
provocative action and rhetoric. Israeli authorities must take steps to
ensure the protection of civilians, including Palestine refugees,” it added.
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TUNIS: Tunisia’s speaker, Rached Ghannouchi, said on Thursday that the
suspended parliament will inevitably return, in the clearest challenge to
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President Kais Saied.
Saied suspended Parliament in July and seized control of most powers, a move
his opponents described as a coup.
Ghannouchi said in an opposition meeting that Tunisians will “get rid of
dictatorship” and called on the opposition to unite to face the setback.
Tunisia’s president this month dissolved the Supreme Judicial Council, one of
the remaining institutions in Tunisia that was able to work independently of
him.
Saied cemented his grip over the judiciary last week with a decree that lets
him dismiss judges or block their promotion, helping consolidate his power
after he seized executive authority last summer.
Responding to journalists, Saied said during a visit to Brussels on Thursday,
“Just as (French) General De Gaulle said, “Not at this age, I’m going to
start a dictatorship.”
Ghannouchi, the leader of Islamist Ennahda party did not announce further
details about plan to return parliament, but it is likely that it will be
through an invitation to a public session via video.
Last week, Ghannouchi said he would meet a European parliamentary delegation
that will visit Tunisia on Feb. 20, as part of meetings with civil society,
politicians and lawmakers from the suspended parliament.
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Builders find 2,000-year-old Roman
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GAZA: A 2,000-year-old Roman cemetery containing at least 20 ornately
decorated graves has been uncovered near the shoreline in the northern Gaza
Strip, with the Antiquities Ministry calling it the most important local
discovery of the past decade.

Gaza is rich with antiquities having been an important trading spot for many
civilizations.

Ruins discovered there include the remains of a siege by Alexander the Great
as well as a Mongol invasion.

Twenty Roman graves have been located so far and the team expect to unearth
80 in total within the 50-square-meter cemetery.

Only two graves have been opened, one contained skeletal remains and some
clay jars.

Because of the shape of the graves and the relatively ornate decorations,
they likely belonged to “senior ranking people” in the Roman empire during
the first century, said Jamal Abu Rida, director-general of Gaza’s Ministry
of Tourism and Antiquities.

Unlike Muslim graves from later periods that face north to south, the Roman
graves lie east to west, he said.

“We have made several discoveries in the past, this is the most important
archaeological discovery in the past 10 years,” said Abu Rida.

The area is closed off to journalists and the public while the site is
organized and made safe for visitors, the ministry said.

The site, which is being supervised by a French team of experts, was found by
a construction crew working on an Egyptian-funded housing project. When they
came upon some of the cemetery’s large, ancient bricks, they stopped work and
called in the archaeologists.

Gaza is run by Hamas, which has fought four wars with Israel since 2008.

The conflict has crippled the local economy and authorities usually engage
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international groups to help excavate and preserve archaeological findings,
said Abu Rida.
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Lebanon’s President Aoun reiterates
support for impartial central bank
audit
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BEIRUT: Lebanese President Michel Aoun on Thursday stressed that “the
financial criminal audit of Banque du Liban (the country’s central bank)
should reach practical results, while steering clear of personal interests.”

During a speech on Thursday to the recently formed National Anti-Corruption
Commission, Aoun said the Lebanese people “have the right to know where their
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life savings went. Any party that says otherwise has certainly benefited from
the wrong practices in managing the affairs of the state and its
institutions, especially BDL. These parties are waging campaigns against me
and continue to mislead public opinion.”

Judge Ghada Aoun, who is politically affiliated with the president, continues
to insist that Riad Salameh, the governor of the bank, be prosecuted. On
Wednesday, the judge decided to prosecute Maj. Gen. Imad Osman, head of the
Internal Security Forces, for preventing officers from State Security from
entering Salameh’s home in Rabieh on Tuesday.

The State Security officers were acting on a summons issued by Judge Aoun
against Salameh after he failed to appear three times as a witness in a
criminal case brought by the group The People Want to Reform the System over
allegations of “unjust enrichment, money laundering and wasting public
funds.”

The ISF’s General Directorate said: “The members in front of Salameh’s house
have been stationed there for some time to protect him from any security
threat and they are not authorized to interfere, report or prevent the
implementation of any official memorandum. This was stressed during a call
between Osman and the Director-General of State Security Maj. Gen. Tony
Saliba as part of the continuous coordination between them.”

Observers see the ISF and State Security as having differing loyalties within
Lebanon’s sectarian political system.

In April 2021, Judge Ghassan Oweidat, the public prosecutor, suspended Judge
Aoun from cases related to major financial crimes and instead referred them
to judicial inspection. Judge Aoun insisted on carrying on with her
investigations, however, and issued a subpoena against Salameh as a witness,
not a defendant. His lawyers submitted a request to dismiss Judge Aoun from
the case but she refused to step down.

According to a BDL source quoted by Reuters: “Salameh is working normally
from his office.”

Judge Aoun accused the security services of being “an accomplice” and added
that she has the right “to punish any employee seeking to violate the rule of
law.”

Her decision to take action against ISF chief Osman had political
repercussions. MP Bahia Hariri, head of the Future Movement bloc, raised
concerns with Prime Minister Najib Mikati. He assured her, according to a
statement issued by his office, that he is “against Judge Aoun’s actions,”
and said that Osman had correctly performed all his duties in complete
coordination with the prime minister and the minister of interior.

Mikati added that the allegation against Osman “is pure slander and
completely false.” He said he will take up the issue with Judge Oweidat and
the justice minister to end “this persistence in attacking state
institutions, their prestige and the dignity of those in charge of them.”



Hariri condemned “this suspicious silence on the part of judicial supervisory
bodies regarding the legal violations committed by Judge Aoun in the name of
the law, only to serve political goals and personal whims.”

President Aoun, meanwhile, criticized “incitement campaigns and false
allegations by the Future Movement and those who go along with it.”

His media office said that the president will continue to demand answers
about “the fate of $69 billion lost out of the $86 billion deposited by
Lebanese banks in BDL, knowing that what the Lebanese state borrowed in
foreign currencies from BDL did not exceed $5 billion.”

Economics expert Jassem Ajaka said there are several dimensions to the
situation with Salameh.

“Should foreign banks find that there are legal risks in dealing with
Lebanon, the BDL accounts may be closed,” he said. “This would have negative
repercussions on imports and if the dollar exchange rate is affected, the
budget deficit would increase and thus impact negotiations with the
International Monetary Fund.

“The monetary situation is directly related to Salameh, and the financial
issue is indirectly related to him because the government that approved the
budget needs him to ensure a stable exchange rate.”
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Iran-linked hacker group targets
Turkey’s cyber network
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ANKARA: Iran has escalated its longstanding cyber campaign against Turkey
through state-sponsored hackers, who have targeted high-profile governmental
and private websites in the country since November 2021.

Experts believe that the upgraded cyber assault is a reaction against
Turkey’s attempts to normalize ties with countries such as the UAE, Saudi
Arabia and Israel.

MuddyWater, a hacker group linked to Iran’s Ministry of Intelligence and
Security, is allegedly behind these cyber attacks, which involve infection
vectors such as malicious PDF attachments and Microsoft Office documents
embedded in phishing emails.

These malicious documents were titled in the Turkish language so they would
present as legitimate texts coming from the Turkish health and interior
ministries.

The malware attack was first observed by CISCO Talos Intelligence Group, one
of the world’s biggest commercial threat-focused intelligence teams.

The emails to the target’s enterprise contained a link to a compromised
website and used the name of the target institution as a parameter in the
URL.

As part of a tactic known as web bug, the links are used to track when the
messages are opened by the endpoint.

When the initial access to the victim is gained, the hacker group collects
sensitive information from its network. 

MuddyWater is known for its attacks against government networks across the
US, Europe, the Middle East and South Asia for the last two years, with the
aim of conducting cyber-espionage for state interests, deploying ransomware
and destructive malware and stealing intellectual property that has high
economic value. 

“Iran has become an increasingly capable and sophisticated cyber actor since
2007,” Rich Outzen, a retired colonel in the US Army and senior fellow at the
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Jamestown Foundation, told Arab News. 

“Up to that time, there were cyber attacks and cyber crime emanating from
Iran, but little evidence of state direction,” said Outzen. 

“Starting with the suppression of the Green Movement and Iran’s own
experience as a target of cyber attacks on its sanctioned nuclear program,
the emergence of an ‘Iranian Cyber Army’ under the guidance of the Islamic
Revolutionary Guard Corps has been documented,” he said. 

The group is mainly motivated by geopolitical events and designs its hacking
attempts based on long-term strategic goals. 

“Iran now regularly conducts data deletion attacks, Distributed Denial of
Service attacks, and industrial disruption attacks against targets in the US,
Europe, Israel and the Gulf, as well as against domestic targets in Iran,”
Outzen said. 

“The attacks on Turkey have been less frequent, but appear to be increasing
in the past two to three years. With the rapprochement underway with Israel
and the Gulf, more can be expected,” he said.

Last week, Turkey and Israel jointly foiled an Iran-led assassination attempt
on a 75-year-old Israeli-Turkish businessman in Turkey after a lengthy
intelligence operation that unveiled an Iranian cell. 

The timing of the assassination attempt coincided with Turkey’s discussions
to normalize diplomatic relations with Israel, when President Isaac Herzog
was set to visit the country soon.

It also came days before Turkish President Recep Tayyip Erdogan’s planned
visit to the UAE to boost ties and develop joint cooperation projects for the
region. 

This time, the hacker group’s targets in Turkey included the Scientific and
Technological Research Council of Turkey.

“Iran uses cyber warfare as an extension of its foreign and security
policies,” Jason M. Brodsky, policy director of United Against Nuclear Iran,
told Arab News. 

“Iranian tactics include cyber espionage, cyberattacks and foreign influence
operations,” said Brodsky.

“Turkey has long been a target of Iranian cyber activity,” he added. 

“For instance in 2015, some reports traced a large power outage in Turkey to
Iran. The US government has alleged that the Mabna Institute, which is an
Iranian company that has on occasion contracted with Iranian governmental
entities to conduct hacking operations, targeted universities in Turkey,”
Brodsky said.

Experts advise institutions in Turkey to assess the cyber threat, apply



security updates to all their systems periodically, improve the preparedness
of their networks against exposure to malicious activities, and develop up-
to-date remote access solutions and web-based email access with multi-factor
authentication. 

Earlier this year, US Cyber Command attributed MuddyWater’s activities to the
MOIS, and it published some samples of malicious codes allegedly used by
Iranian hackers to help US allies defending themselves from future intrusion
attempts.

According to the US Congressional Research Service, the MOIS “conducts
domestic surveillance to identify regime opponents. It also surveils anti-
regime activists abroad through its network of agents placed in Iran’s
embassies.”

Brodsky said that, in the current context, Iran’s motives can be multifaceted
for economic, intelligence and political reasons. 

“Tehran has broadly been trying to extract a price from regional competitors
who are in the process of improving or normalizing relationships with Israel,
and such an uptick in Turkey would not be surprising,” he said. 

“That is not to mention that the cyber attacks could be related to Ankara’s
very public allegations of Iranian intelligence activity in the country,
targeting dissidents and recently an Israeli businessman,” he said.

According to Outzen, sanctions against countries that are allegedly behind
these attacks are of limited use because the primary cyber actors of concern
for the US and its allies — Russia, China and Iran — are already heavily
sanctioned. 

 “The cyber collectives carrying out the attacks often operate at the
direction of, but not formally as part of, state apparatus,” he said. 

“Sanctions must be combined therefore with both a campaign of public
awareness and cyber security practices that make targets harder to strike,
and cyber operations by the US and its allies against the sources of the
attacks,” he added.

Outzen added that this is an ongoing, low-level cyber war, which Turkey is
now a part of. 

“The key is to both protect (their) own assets, and to pose the malicious
actors — in this case Iran — escalating costs for engaging in the attacks,”
he said. 

Ties between Turkey and Iran have recently fluctuated, with the countries
pursuing an intense geopolitical rivalry in Syria’s northwestern Idlib
province and northern Iraq, particularly the disputed Sinjar district. 

Last week, Turkey and Israel jointly foiled an Iran-led assassination attempt
on a 75-year-old Israeli-Turkish businessman in Turkey after a lengthy
intelligence operation that unveiled an Iranian cell. 



On Jan. 20, Iran abruptly cut natural gas flow to Turkey and the disruption
lasted for about 10 days, undermining operations in factories.
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