
Press release: Leading tech companies
support code to strengthen security of
internet-connected devices

Tech companies HP Inc. and Centrica Hive Ltd are the first companies to
sign up to commit to the code.
The code will ensure that businesses continue to strengthen the cyber
security of their products at the design stage.
The UK is leading global efforts to strengthen the security of smart
devices and products.

In a world first, government has published new measures to help manufacturers
boost the security of internet-connected devices such as home alarm systems,
fridges and toys.

There are expected to be more than 420 million internet connected devices in
use across the UK within the next three years and poorly secured devices such
as virtual assistants, toys and smartwatches can leave people exposed to
security issues and even large scale cyber attacks.

To combat this, the Department for Digital, Culture, Media and Sport (DCMS)
and the National Cyber Security Centre (NCSC) set out plans in a ‘Secure by
Design’ review to embed security in the design process of new technology
rather than bolt it on as an afterthought.

As a result, a new Code of Practice has been developed with industry to
improve the cyber security of devices, encourage innovation in new
technologies and keep consumers safe.

Chancellor of the Duchy of Lancaster and Minister for the Cabinet Office,
David Lidington said:

Our National Cyber Security Strategy sets out our ambitious
proposals to defend our people, deter our adversaries and develop
our capabilities to ensure the UK remains the safest place to live
and do business online.

Tech companies like HP Inc. and Centrica Hive Ltd are helping us
put in place the building blocks we need to transform the UK’s
cyber security.

I am proud to say the UK is leading the way internationally with
our new Code of Practice, to deliver consumer devices and
associated services that are Secure by Design.

Minister for Digital, Margot James, said:

http://www.government-world.com/press-release-leading-tech-companies-support-code-to-strengthen-security-of-internet-connected-devices/
http://www.government-world.com/press-release-leading-tech-companies-support-code-to-strengthen-security-of-internet-connected-devices/
http://www.government-world.com/press-release-leading-tech-companies-support-code-to-strengthen-security-of-internet-connected-devices/
https://www.gov.uk/government/publications/secure-by-design
https://www.gov.uk/government/publications/secure-by-design
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747413/Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf


From smartwatches to children’s toys, internet-connected devices
have positively impacted our lives but it is crucial they have the
best possible security to keep us safe from invasions of privacy or
cyber attacks.

The UK is taking the lead globally on product safety and shifting
the burden away from consumers having to secure their devices.

The pledges by HP Inc. and Centrica Hive Ltd are a welcome first
step but it is vital other manufacturers follow their lead to
ensure strong security measures are built into everyday technology
from the moment it is designed.

Poorly secured devices can threaten individuals’ privacy, compromise their
network security, their personal safety and could be exploited as part of
large-scale cyber attacks. Recent high-profile breaches putting people’s data
and security at risk include attacks on smart watches, CCTV cameras and
childrens’ toys.

To make sure consumers are protected when using internet-connected devices
and while manufacturers implement stronger security measures, Government and
NCSC have worked closely with consumer groups and industry to develop
guidance on smart devices in the home.

The new Code of Practice outlines thirteen guidelines that manufacturers of
consumer devices should implement into their product’s design to keep
consumers safe.

This includes secure storage of personal data, regular software updates to
make sure devices are protected against emerging security threats, no default
passwords and making it easier for users to delete their personal data off
the product.

Dr Ian Levy, the NCSC’s Technical Director, said:

With the amount of connected devices we all use expanding, this
world-leading Code of Practice couldn’t come at a more important
time.

The NCSC is committed to empowering consumers to make informed
decisions about security whether they’re buying a smartwatch,
kettle or doll. We want retailers to only stock internet-connected
devices that meet these principles, so that UK consumers can trust
that the technology they bring into their homes will be properly
supported throughout its lifetime.

The Government has also published a mapping document to make it easier for
other manufacturers to follow in HP Inc.’s and Centrica Hive’s footsteps.
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Further work is underway to develop regulation that will strengthen the
security of internet-connected consumer products.

Implementing the Code of Practice can help organisations make sure that smart
devices that process personal data are compliant with the stronger data
protection laws which came into force in May. Failure to comply with the
General Data Protection Regulations (GDPR) means firms could risk fines of up
to £17 million or 4 percent of global turnover, for the most serious data
breaches.

Seb Chakraborty, Centrica Hive’s Chief Technology Officer, said:

Meeting the privacy and data protection expectations of our valued
customers is a priority.

We invest heavily in the security of our products and we are
delighted to support Government in this global step forward,
building strong security measures into devices at the point of
design.

George Brasher, HP Inc. UK managing director, said:

Cyber-crime has become an industry and IoT ‘endpoint’ devices
increasingly constitute the frontline of cybersecurity. At HP, we
are reinventing the state of the art in device security to address
modern threats.

Today we design our commercial products with security built-in not
bolted on, not only designed to protect, but also to detect and
self-heal from cyber-attacks. We are delighted to be joining forces
with the UK Government in our shared ambition to raise the bar
broadly in consumer IoT device security, starting with the
connected printers we are all used to at home.

Alex Neill, Which? Managing Director of Home Products and Services, said:

Which? tests many internet-connected products and has already
improved security on devices in more than 1 million UK homes
including TVs, voice-activated assistants, smart thermostats, and
wireless routers.

We welcome the Government taking a lead in tackling the growing
issue of security in internet-connected products. Manufacturers of
these smart devices must now show they are taking security
seriously and sign up to the Code to better protect consumers who
use their products every day.

Teg Dosanjh, Director of IOT, MDE & SmartThings, SAMSUNG, said:



As a global leader in connected technology, Samsung understands
that privacy and security are of great importance to consumer trust
in connected devices. We build market-leading cyber security into
all our products and warmly welcome the Government’s desire to make
connected devices as safe and secure as possible. We will continue
to work with Government to develop these proposals and ensure the
transformative potential of the Internet of Things is delivered
safely for everyone.

This initiative is a key part of the Government’s five-year, £1.9 billion
National Cyber Security Strategy which is making the UK the most secure place
in the world to live and do business online.

Notes to editors

The Code of Practice for Consumer IoT Security was developed by DCMS in
conjunction with the National Cyber Security Centre and with support from
other Government departments, industry and academic partners. The project has
been informed by an expert advisory group which included subject matter
experts from industry, consumer organisations and academia.

The Government’s Digital Strategy includes the aspiration for the UK to
remain an international leader in the development and uptake of IoT. The
Government’s actions include the funding of research and innovation in IoT,
including through three-year £30 million IoT UK Programme.

The Government’s Digital Charter is a rolling programme of work to agree
norms and rules for the online world and put them into practice. In some
cases this will be through shifting expectations of behaviour; in some we
will need to agree new standards; and in others we may need to update our
laws and regulations. Our starting point will be that we will have the same
rights and expect the same behaviour online as we do offline.

Domestically, Her Majesty’s Government Procurement, via Crown Commercial
Service, will be adjusted to ensure future negotiations with suppliers of IoT
products used by government departments will employ the Code to ensure the
safety of such devices

HP Inc. creates technology that makes life better for everyone, everywhere.
Through our portfolio of printers, PCs, mobile devices, solutions, and
services, we engineer experiences that amaze. More information about HP Inc.
is available at http://www.hp.com/UK.

Centrica Hive commits to ensure that all new devices, those designed and
manufactured from 1st January 2021, will adhere to the 13 guidelines set out
in the Code of Practice for Security in Consumer IoT Products.

Centrica Hive began back in 2013 with their customers telling them they
wanted comfort and convenience, and a thermostat they could control that was
easy and simple to use. Today, with £500 million investment from parent
company Centrica plc, the Hive range of connected products has grown its

http://www.hp.com/UK


range and geographical market, into North America, Canada, UK, Ireland and
most recently Italy, with more opportunities for global expansion.

Hive focuses on making everyday life a little easier, freeing people up to
spend time doing the things they love. The range of Hive products and
services now incorporates a suite of products (including motion sensors,
plugs, light bulbs and cameras) all controlled from a central home hub that
Hive call their ecosystem. Designed to work together, to offer affordable,
easy to use solutions and make a difference in people’s lives. The total
number of Hive connected home customers has reached one million worldwide
with over two million products sold.

Code of Practice

To make sure consumers are protected when using internet-connected devices
and while manufacturers implement stronger security measures, Government and
NCSC have worked closely with Information Commissioner’s Office, Get Safe
Online, consumer groups, the British Retail Consortium and industry experts
to develop consumer guidance on smart devices in the home. This work supports
efforts by Action Fraud who highlight that consumers can report fraud or
cyber crime to their organisation.

The guidance Centrica Hive currently provides, advises consumers on how they
can correctly set-up and configure their devices securely.

Press release: Communities Secretary
signals end to unfair leasehold
practices

Majority of new-build houses to be sold as freehold and new leases to be
capped at just £10 – ending unscrupulous practice of unnecessary
leaseholds.

New measures to make it easier for leaseholders to get tenant
associations formally recognised and protect consumer interests.

Builds on action underway to make property market fairer including
crackdown on rogue landlords and ending unfair charges for tenants.

The vast majority of new-build houses are to be sold as freehold in a move to
tackle unfair practices in the leasehold sector and put cash back into the
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pockets of over-stretched house buyers.

Communities Secretary Rt Hon James Brokenshire MP will tomorrow (15 October
2018) launch a consultation on plans to improve the leaseholder sector for
would-be home owners, which will bring an end to the unjustified selling of
new houses as leasehold.

The consultation will also propose that ground rents for new leases will be
capped at just £10. On average leaseholders pay over £300 ground rent each
year, with some paying as much as £700.

These measures will build upon comprehensive action by the government to make
the housing market fairer for everyone.

This includes cracking down on rogue landlords so tenants have the quality of
home they deserve, helping existing leaseholders who want to buy their
freehold by working with the Law Society to make this process faster, fairer
and cheaper, and ensuring tenants are not hit by unfair rental costs.

The Rt Hon James Brokenshire MP, Secretary of State for Communities, said:

The government is committed to making the economy work for everyone
by helping people with the cost of living.

Unfair ground rents can turn a homeowner’s dream into a nightmare
by hitting them in the back pocket, and making their property
harder to sell.

That’s why I’m taking concrete action to protect homeowners and end
those unscrupulous leasehold practices that can cost tenants
hundreds of pounds.

While leasehold generally applies to flats with shared spaces, a number of
developers have been increasingly selling houses on these terms – placing
further financial burdens on those looking to buy a house of their own
through unnecessary surcharges like ground rent.

This can also mean selling their home is more expensive and take longer than
selling a freehold property.

Under the government’s proposals, which are subject to consultation, the
majority of new houses will be sold as freehold and future ground rents will
be reduced to a nominal sum.

The consultation will also seek views on what are the appropriate and fair
exemptions, such as shared ownership properties and community led housing to
ensure consumers’ best interests are at the heart of the property market.

To further support leaseholders, ministers have also made it easier for them
to form recognised tenant associations by reducing the minimum membership
required. This will further empower those in leasehold homes to enforce their



collective rights and hold landlords to account.

At present, leaseholders face significant barriers in getting tenants’
associations recognised. While many landlords are happy to engage with
residents’ associations in their building, there is no legal requirement for
them to do so unless the association is formally recognised.

Under the new rules, landlords will be required to provide contact
information of eligible leaseholders to the secretary of the residents’
association within 4 months of the request, providing that leaseholders have
expressly consented to their details being shared.

The move will help leaseholders act together to represent common interests
and raise complaints with their landlords and agents for things such as
service charges and management practices.

See more information on recognised tenant associations.

MHCLG statistics estimate there were 4.2 million residential leasehold
properties in England in 2015 to 2016, of which 2.9 million – or around two-
thirds – were flats.

The ‘Fixing our broken housing market’ white paper was published in February
2017.

The ‘Tackling unfair practices in the leasehold market’ consultation took
place between July and September 2017 and received over 6,000 replies, with
the vast majority in favour of widespread reform.

Following the consultation, the government announced reforms to the leasehold
system in England in December 2017.

The technical consultation on these reforms opens tomorrow (15 October 2018)
and will run for 6 weeks. It is open to all including: leaseholders,
freeholders, landlords, solicitors/ conveyancers, management companies,
developers, local authorities, estate agents, investors/lenders.

Respondents will be able to respond by online survey form, email or written
response.

The department will provide a response to the consultation following its
conclusion.

News story: New £50 note will ensure
cash is fit for the future

Treasury confirms £50 note will continue to be part of the UK currency
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Bank of England announces it will make a new modern polymer note
more secure note will help clamp down on crime

Modern money will help prevent crime, the Exchequer Secretary declared today
(13 October 2018), as plans were unveiled for a new, more secure £50 note.

Following a public consultation, the government has confirmed that the
current mix of coins and notes will remain. The move will give people more
flexibility over how they spend and manage their money, while making it
harder for criminals to counterfeit the note for illegal activity.

Originally introduced in 1981, there are currently 330 million £50 notes in
circulation – with a combined value of £16.5 billion – with Bank of England
evidence showing that demand for the note is continuing to rise.

The Bank of England is also confirming today that a new £50 polymer note will
be printed in the UK to accompany the existing £5, £10 and upcoming £20
notes. This will ensure the UK’s currency continues to be one of the securest
in the world as these modern notes are more durable and harder to forge.

The Exchequer Secretary to the Treasury, Robert Jenrick, said:

Our coins and notes are respected and recognised the world over and
are a key part of the UK’s heritage and identity. People should
have as much choice as possible when it comes to their money and
we’re making sure that cash is here to stay.

Our money needs to be secure and this new note will help prevent
crime. This modern £50 note follows the popular new pound coin,
which is the most secure of its kind in the world.

The Bank of England’s Chief Cashier, Sarah John, said:

I’m very excited to be starting the process of introducing a new
£50 note. At the Bank, we are committed to providing the public
with high quality notes they can use with confidence. Moving the
£50 note onto polymer is an important next step to ensure that we
can continue to do that.

The Treasury recently held a call for evidence to better understand the role
of cash and digital payments in the new economy, ensuring it keeps pace with
the changes in the way we pay for goods and services. More detail on the
findings and government’s proposals will be set out at Budget.



Press release: Government removes
barriers to radio stations going
digital

In new measures announced today, the Government will make it easier for
smaller community and commercial radio stations to broadcast on small scale
digital radio multiplexes.

With more than 50% of all radio listening in the UK now on digital, the new
lighter touch licensing regime means these small stations won’t be left
behind by the growing shift from FM and AM to digital radio and will give
more choice to millions of radio listeners across the UK.

Margot James, Minister for Digital and the Creative Industries, said:

We are breaking down one of the main barriers in the transition of
radio from analogue to digital, to secure long-term benefits for
the UK’s smaller commercial and community stations and ensure a
range of local content for listeners.

No one should be left behind by technological advances, so as part
of our modern Industrial Strategy we will give small and local
radio businesses affordable, practical access to digital radio
networks to reach new and longstanding audiences.

The roll out of small scale multiplexes across the UK could help more than
450 existing small community or commercial radio stations go digital.

Since 2014, Ofcom have been supporting successful trials of small scale radio
multiplexes in ten areas of the UK. These trial multiplexes now carry around
160 small radio services offering listeners in these areas a broader range of
content and formats.

To put these small scale services on a proper long-term footing, the
Government is revising the current legal framework for licensing radio
multiplexes – originally drawn up in the mid-1990s.

The new framework will allow Ofcom to reserve capacity on new small scale
multiplexes for community stations, helping them to go live on the Digital
Audio Broadcast (DAB) platform.

Ford Ennals, CEO, Digital Radio UK, said:

We welcome today’s announcement from DCMS supporting the future
development and expansion of small-scale DAB. This is good news for
radio and good news for listeners as the expansion of small-scale

http://www.government-world.com/press-release-government-removes-barriers-to-radio-stations-going-digital/
http://www.government-world.com/press-release-government-removes-barriers-to-radio-stations-going-digital/
http://www.government-world.com/press-release-government-removes-barriers-to-radio-stations-going-digital/
https://www.gov.uk/government/consultations/small-scale-dab-licensing-consultation


DAB gives listeners a wider range of smaller stations available on
DAB and gives small local stations a path to a digital future.

Following the success of the fantastic range of unique and fresh
local commercial and community services in the 10 trial areas we
can expect to see many hundreds of local stations joining radio’s
digital revolution across the UK.

Switch Radio is a community radio station that operates and broadcasts one of
the trial multiplexes in Birmingham.

Dean Kavanagh, Head of Content and Technology at Switch Radio, said

Switch Radio welcomes the publication of the DCMS consultation
response document. Small Scale DAB is a game-changing innovation
that will drive real benefits for listeners and we are delighted
that the government is actively supporting the progression of this
technology from concept to delivery.

Small scale DAB has been able to provide not just an increase in
the quantity of stations that listeners can receive, but also the
variety of what is available. We look forward to the further
developments that will undoubtedly stem from the publication of
this consultation response.

This new streamlined structure for licensing small scale radio multiplexes
comes at a time when DAB has greatly increased in popularity. Almost two-
thirds of households have a DAB radio and only 43% of listening at home is on
analogue. DAB coverage now reaches 90% of the UK.

The proposals will support the rollout of new digital-only radio networks
within county areas, helping to expand the community radio sector. The
Government will bring forward secondary legislation to make the necessary
changes to the licensing regime in 2019.

ENDS

Notes to Editors:

A small scale DAB radio multiplex is a more efficient way of1.
transmitting compared to analogue and uses a low cost software-based
approach that makes it particularly suitable for smaller radio stations.
A multiplex consists of a number of DAB radio stations bundled together
to be transmitted digitally on a single frequency to a specific
geographic area.
Among the measures set out today in its response to the Small Scale DAB2.
Licensing Consultation, the Government has stated it will: * Create a
new category of small scale DAB multiplex licence for community radio
stations – the C-DSP (Community – Digital Sound Programme) licence; *
Place requirements on new small scale multiplex licences to make a
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certain proportion of capacity on small scale DAB multiplexes available
to community radio stations holding new C-DSP licences.
DCMS-funded technical work by Ofcom to test the technology, including 103.
field trials in Portsmouth, Aldershot, Brighton & Hove, Bristol ,
Norfolk, Manchester, Birmingham, Cambridge, Glasgow and London. These
demonstrated the viability of using an open source software based
approach to broadcasting on DAB at a small scale.
However, the temporary licensing arrangements for the 10 trials are not4.
a suitable basis for the long-term licensing of small scale DAB radio
multiplexes. To address this DCMS supported the successful passage of a
Private Member’s Bill, introduced by Kevin Foster MP, through Parliament
in early 2017. The Broadcasting (Radio Multiplex Services) Act 2017
gives the DCMS Secretary of State a power to modify through secondary
legislation the provisions under existing broadcasting legislation that
are concerned with the award of radio multiplex licences.
In its Communications Market Report 2018, Ofcom found:5.

Nine in ten adults in the UK listen to radio every week for an average
of nearly 21 hours a week, and 75% of all audio listening is to live
radio;
DAB coverage is now at 90% of the UK (BBC national DAB coverage is 97%),
and almost two-thirds of households have a DAB set;
Digital radio has enabled many more commercial stations to broadcast
nationally, and the share of listening to national commercial stations
has increased from 13.0% in Q1 2016 to 17.5% in Q1 2018. As a result of
this, radio advertising revenues increased by 1% in real terms in 2017,
compared to a 7.5% decline in television advertising revenues.

In its Media Nations 2018 report, Ofcom found:1.

The total reported income for the community radio sector in 2017 was
£11.9m, in line with 2016. Average station income was just under £51k;

Overall reported sector expenditure for the community radio sector was
£11.9m, up 1% in real terms since 2016;

At home, only 43% of listening is on analogue, as DAB increases in
popularity;

Listeners in Berkshire have the highest proportion of listening
digitally, at 60%
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Press release: UK closes global
wildlife conference with UK aid pledge
to protect critical forest habitats

The UK has signalled its global leadership and commitment to tackling the
Illegal Wildlife Trade with a landmark announcement of UK aid money to draw
this week’s conference to a close.

Today, the International Development Secretary has committed £35 million of
UK aid to protecting critical forest habitats and species threatened by
extinction, including the chimpanzee, gorilla, orangutan and tiger.

The further package comes after a week of eye-catching commitments from DFID,
which has pledged to tackle the scourges of the Illegal Wildlife Trade,
deforestation and wildlife extinction while supporting the world’s poorest
communities to thrive.

International Development Secretary, Penny Mordaunt said:

“Around the world 1.2 billion people rely on forests and natural habitats for
their livelihoods. For the thousands of such communities which benefit from
industries like tourism, protecting the natural environment is a crucial
development issue.

“UK aid-backed projects happening right now across the world, such as those
we can announce today, are leading the global fight to protect the natural
environment that we all love so much.

“We owe it to future generations to work together to end wildlife crime, to
protect essential forest habitats and to bring the world’s poorest
communities out of poverty.”

Through UK aid, the UK is driving new, sustainable approaches in some of the
world’s richest natural environments and most beautiful areas, which both
protect the environment and provide quality, sustainable jobs to local
communities.

Today’s announcement echoes the International Development Secretary’s
comments earlier this week, when she encouraged the private sector to “lean
in” and support the UN’s Sustainable Development Goals.

The fresh funding will secure the support of leading businesses and investors
to back environmentally friendly business practices, which protect wildlife
habitats and do not cause deforestation, including:

• In Ghana, UK aid is increasing sustainable cocoa production, benefiting up
to 150,000 people while protecting the 31,000-hectare Bia National Park. We
are supporting local communities through training to female farmers and
providing start-up kits for local businesses. The Bia National Park hosts 62
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species of mammal and 160 species of bird, including the Forest Elephant,
Chimpanzee and Lovebird.

• In Ethiopia, DFID’s support is helping to develop sustainably produced wild
forest coffee, with potential to double the incomes for up to 23,000 farmers.
Ethiopia’s wild coffee region is the range of the endemic and endangered
Ethiopian wolf, Nyala antelope and African lions.

Projects like these are illustrative of the ‘win-win’ approach championed by
DFID, encouraging sustainable livelihoods whilst conserving some of the
world’s iconic and endangered species, which benefits us all.

Forests provide precious habitats for many critically endangered wildlife
species. Loss of tropical forests is being driven by the cultivation of crops
like palm oil, soya, cocoa and coffee, which account for over 70% of
deforestation in developing countries. These crops provide jobs and
livelihoods in poor rural areas in developing countries, but forest clearance
is often illegal and damaging to the local environment.

Palm oil is used in many of our processed foods, soaps and cosmetics, soya is
used to feed animals reared for our meat and cocoa is used to make the
chocolate we love, and coffee is obviously a hugely popular drink across the
world. The UK is now leading an approach where British consumers can continue
to enjoy these products and resources, by supporting sustainable practices,
jobs and businesses which protect forests.

A separate funding package will support a number of projects targeting the
trade of wildlife products destined for Asia , where demand for illegally
trafficked wildlife products such as Pangolin scales, furs and ivory are
driving the illegal trade, causing wildlife to be slaughtered, forests to be
felled and communities to be devastated.

These measures, part of an overall package of £2.5 million, will include a
project which will expose illegal activities and drive investigations in the
Congo Basin. Previous projects have already jailed over 1,500 significant
wildlife traffickers to date.

NOTES TO EDITORS

• This announcement constitutes a new funding commitment of £33.5 million to
DFID’s Investments in Forests and Sustainable Land Use (IFSLU) programme, and
£2.5 million of funding allocated from existing budgets in DFID’s Forest
Governance, Markets and Climate Programme (FGMC).

• DFID committed £60m to the IFSLU programme from 2015-20. Today’s funding
will extend the programme for a further three years (2020-23).

• DFID’s FGMC programme is a ten year (2011-2021) programme which contributes
to UK efforts to end illegal deforestation, ensure that forests contribute to
sustainable development and tackle climate change. The final phase of funding
(2018-2021) totals £87 million.

Notes on the further package of ‘Demand Reduction’ programmes



A separate support package will support a number of projects targeting the
trading of wildlife products into South East Asia, including:

• Exposing illegal activities and driving investigations in the Congo Basin –
UK aid will expand the work of the Eagle Network in the Congo Basin
(Cameroon, Gabon and Rep. of Congo) whose work has jailed over 1,500
significant wildlife traffickers to date. They will work with governments and
civil society monitors to drive investigations, prosecutions and expose
criminals publicly. This can reduce illegal logging and protect Chimpanzees,
Forest Elephants and Mandrills.

• Strengthen international regulations governing the trade in endangered
species – working with Forest Trends and the Environmental Investigation
Agency to link efforts tackling IWT with the successful tactics, which have
cracked down on the trade in illegal timber to support the Convention on
International Trade in Endangered Species of Wild Fauna and Flora (CITES).

• Training law enforcement and boosting cooperation between South East Asian
and African countries – working with the Global Environmental Institute
(GEI), WWF UK, and Traffic to train enforcement officers in Cameroon, Gabon
and the Republic of Congo, to allow information sharing and joint enforcement
operations for both the timber and wildlife trade in areas with Gorilla,
Leatherback Sea Turtle and Bonobo habitats.

• Tackling illegal deforestation and wildlife crime in the Mekong, Central
Africa and Indonesia – working with the Wildlife Conservation Society to
sustainably manage over 8 million hectares of forests and 50,000 forest-
dependent households by supporting tougher standards on the timber trade and
improving the governance of forests and wildlife, including by working with
agricultural companies to support sustainable jobs. Wildlife such as the
Asian Elephant, Asian Rhino and Sun Bear depend upon habitats in the Mekong.

• Tracking illegal trade networks between Africa and South East Asia – with
the Environmental Investigation Agency (EIA), we will research and map trade
networks from African countries to South East Asia, and work with local civil
societies and anti-corruption institutions to expose illegal routes and
practices. In 2016 the EIA exposed $1.9 billion of illegal trade in Siamese
Rosewood.


